[image: image1.jpg]UNIVERSITY OF

LIMERICK

OLLSCOIL LUIMNIGH




RESEARCH PRIVACY NOTICE
Note for PI when completing this Privacy Notice Template: 
· You should first read the Guidance on the Research Privacy Notice 

· Please review all prompts marked in yellow and populate so that they accurately reflect the proposed research project to go before the REC.

· Material which is italicised in the template below is mandatory for inclusion, and the wording should not be changed or deleted.

· Once the Research Privacy Notice template has been populated, please delete this comment box and any remaining yellow prompts.  Include your edited Research Privacy Notice as an attachment with your Research Ethics Approval submission to the REC.

Introduction
This Research Privacy Notice governs the use and storage of your personal data by the University of Limerick (the “University”). The processing of this data is carried out in accordance with the General Data Protection Regulation (GDPR) / Data Protection Acts 1988-2018 (“Data Protection Law”) and in accordance with this Research Privacy Notice.
Any personal data which you provide to the University as part of this research project will be treated with the highest standards of security and confidentiality, in accordance with Irish and European Data Protection Law. This Notice sets out details of the information that we collect, how we process it and who we share it with. It also explains your rights under data protection law in relation to our processing of your data.

1.
Title and Purpose of the research project

1.1 [Insert Title and summary details of the proposed research project]
2. 
Research Ethics Committee

2.1
Ethical approval was granted by [insert name of Research Ethics Committee] on [insert approval date once available]. The research ethics approval number is [include REC reference number].
3.
Identity of the Data Controller(s)
3.1
The Data Controller/Joint Controllers/Independent Controller is/are [delete as appropriate]:

· University of Limerick, Plassey, Limerick.

· add name & address of other Joint/Independent Controllers here (if relevant, otherwise delete this line in full)

4.
Identity and Contact Details of the Data Protection Officer of the Data Controller(s)/

4.1
You can contact the University of Limerick’s Data Protection Officer at dataprotection@ul.ie or by writing to Data Protection Officer, Room A1-073, University of Limerick, Limerick.  

[If relevant, insert Data Protection Officer contact details of other Joint/Independent Data Controllers here.]
5. 
The Identity of the Principal Investigator 

5.1
The Principal Investigator for this Research Project is [insert name, Department/Faculty affiliation and position within the University of Limerick]. 
6.
How we will use your personal data
6.1
The University must process your personal data in order to undertake research relating to this project/study. [Explain how you will be collecting data for the research i.e. directly from the participant, from another organisation, from medical records etc. Explain what the personal data will be used for e.g. to understand the impact of X on Y, to provide better services etc.] 
6.2
The personal data collected and used in this research will include: [specify the types of personal data to be collected/recorded here if you have not already done so in the PIL. Otherwise state that the PIL sets out the types of personal data to be collected and used in this research.] 
6.3
You provide us with your personal data to enable us to undertake the research project. Participation in this research project is voluntary and participants may withdraw without giving any reason.  Should you wish to withdraw, you may do so by contacting the Principal Investigator at [insert email] or in writing to [insert address].
7.
Lawful Basis for University Processing Personal Data 
7.1
Data Protection Law requires that the University must have a valid legal reason to process and use your personal data. This is often called a ‘lawful basis’. GDPR requires us to be explicit with you about the lawful basis upon which we rely in order to process information about you.
7.2
The University is carrying out this research in the public interest and for scientific, historical or statistical purposes. In doing so, we are relying on Article 6(1)(e) of the GDPR. Where we are processing special category or sensitive personal data, we are relying on Article 9(2)(j) of GDPR. As required under Data Protection Law, we have appropriate safeguards in place in order to protect your personal data; these are set out in the next section. 
8.
Protecting Your Personal Data

8.1
We have the following measures in place to help ensure we keep your personal data safe:
· All researchers at the University must adhere to University policies and procedures that tell our staff and students how to collect and use your information safely; 

· Training is made available to all researchers to ensure our staff and students understand the importance of data protection and how to protect your personal data; 

· The University has security arrangements and technical measures in place that ensure your information is stored safely and securely;
· All research projects involving personal data are reviewed and approved by a research ethics committee in line with University policies and procedures; 
· Where a research project may involve a high risk, we first carry out a data protection  impact assessment to assess risks and ensure adequate safeguards are in place;
· Where your personal data is processed for health research, we will always obtain your explicit consent in advance (in line with the Health Research Regulations 2018).

8.2
Personal data collected for this research project will be pseudonymised within [INSERT time] after collection and will be fully anonymised within/after 12 months. [edit as required].  Truly anonymised data is not Personal Data. Once data is anonymised for the purposes of this research project, the terms of this Privacy Notice will no longer apply.

9.
Sharing Your Personal Data with Third Parties
[Please select either 9.1 or 9.2 (delete one).  If 9.2 applies, please insert details as set out below]
9.1
The University will not disclose your personal data to third parties. [Anonymous data may be shared with third parties. In this situation, you will not be identifiable from any data we share with the third party.]
OR
9.2
The University will disclose your personal data to external third parties where such disclosure is necessary for the research project.  Either “These third parties are set out in the Participant Information Leaflet.” OR [We will share your personal data with the following:

[Name ]: [purpose]

We require that third parties only use or disclose such Personal Data as necessary to provide the requested services to us and in a manner consistent with the use and disclosure provisions of this Privacy Notice and Data Protection Law. Third parties that receive Personal Data from us must satisfy us as to the measures taken to protect the Personal Data such parties receive. 

10. 
Transfer of personal data to Other Countries Outside the EEA
[PI may delete this section 10 in full if no transfer of personal data outside of the EEA as part of the research project takes place]
10.1
In some instances, your personal data will be shared with third parties outside of the European Economic Area (EEA). The countries to which we transfer personal data and the reasons for the transfer are set out in the Participant Information Leaflet. 

10.2.
Where we transfer your personal data outside the EEA, we will ensure that we have appropriate arrangements in place to safeguard your personal data. These could include one or more of the following:
· The Data Protection Commission permits the transfer to the non-EEA country or organisation.

· The Data Protection Commission has approved the kind of transfer i.e. under EU/US Privacy Shield, Binding Corporate Rules or Standard Contractual Clauses 

· The country is listed by the European Commission as safe.

11.
How Long Will We Keep Your Data 

11.1
All Personal Data collected for this research project will be retained for [state retention period].
12.
Your Rights

12.1
Depending on the lawful basis which we rely on to process your Personal Data, you may have the right to request that we:

· provide you with information as to whether we process your data and details relating to our processing, and with a copy of your personal data;

· rectify any inaccurate data we might have about your without undue delay;

· complete any incomplete information about you;

· under certain circumstances, erase your Personal Data without undue delay;

· under certain circumstances, be restricted from processing your data;

· under certain circumstances, furnish you with the Personal Data which you provided us within a structured, commonly used and machine readable format;

12.2
Requests for any of the above should be addressed by email to the Principal Investigator at [INSERT EMAIL] AND the Data Protection Officer at dataprotection@ul.ie. Your request will be processed within 30 days of receipt. Please note, however, it may not be possible to facilitate all requests, for example, where the University is required by law to collect and process certain personal data including that personal information that is required of any research participant.
12.3
It is your responsibility to let the Principal Investigator know if your contact details change.
13. 
Queries, Contacts, Right of Complaint

13.1
Further information on Data Protection at the University of Limerick may be viewed at www.ul.ie/dataprotection. You can contact the Data Protection Officer at dataprotection@ul.ie or by writing to Data Protection Officer, Room A1-073, University of Limerick, Limerick.
13.2
You have a right to lodge a complaint with the Office of the Data Protection Commissioner (Supervisory Authority). While we recommend that you raise any concerns or queries with us first at the following email address [insert PI’s email address], you may contact that Office at info@dataprotection.ie or by writing to the Data Protection Commission, 21 Fitzwilliam Square South, Dublin 2, D02 RD28.
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